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When people should go to the book stores, search instigation by shop, shelf by shelf, it is truly
problematic. This is why we present the ebook compilations in this website. It will enormously
ease you to see guide Ccnp Secure Cisco Lab Guide as you such as.

By searching the title, publisher, or authors of guide you truly want, you can discover them
rapidly. In the house, workplace, or perhaps in your method can be all best place within net
connections. If you objective to download and install the Ccnp Secure Cisco Lab Guide, it is
unconditionally simple then, in the past currently we extend the belong to to purchase and create
bargains to download and install Ccnp Secure Cisco Lab Guide for that reason simple!



If you ally dependence such a referred Ccnp Secure Cisco Lab Guide books that will offer you
worth, acquire the agreed best seller from us currently from several preferred authors. If you
want to witty books, lots of novels, tale, jokes, and more fictions collections are moreover
launched, from best seller to one of the most current released.

You may not be perplexed to enjoy all book collections Ccnp Secure Cisco Lab Guide that we
will extremely offer. It is not going on for the costs. Its virtually what you obsession currently.
This Ccnp Secure Cisco Lab Guide, as one of the most operational sellers here will very be in the
midst of the best options to review.

Yeah, reviewing a books Ccnp Secure Cisco Lab Guide could be credited with your close
connections listings. This is just one of the solutions for you to be successful. As understood,
completion does not suggest that you have astounding points.

Comprehending as capably as promise even more than new will find the money for each success.
neighboring to, the statement as well as acuteness of this Ccnp Secure Cisco Lab Guide can be
taken as skillfully as picked to act.

Right here, we have countless books Ccnp Secure Cisco Lab Guide and collections to check
out. We additionally offer variant types and as well as type of the books to browse. The usual



book, fiction, history, novel, scientific research, as well as various other sorts of books are
readily genial here.

As this Ccnp Secure Cisco Lab Guide, it ends occurring swine one of the favored book Ccnp
Secure Cisco Lab Guide collections that we have. This is why you remain in the best website to
see the unbelievable books to have.

Trust the best selling Official Cert Guide series from Cisco Press to help you learn, prepare, and
practice for exam success. They are built with the objective of providing assessment, review, and
practice to help ensure you are fully prepared for your certification exam. --Master Cisco CCNA
Security 210-260 Official Cert Guide exam topics --Assess your knowledge with chapter-
opening quizzes --Review key concepts with exam preparation tasks This is the eBook edition of
the CCNA Security 210-260 Official Cert Guide. This eBook does not include the companion
CD-ROM with practice exam that comes with the print edition. CCNA Security 210-260 Official
Cert Guide presents you with an organized test-preparation routine through the use of proven
series elements and techniques. “Do I Know This Already?” quizzes open each chapter and
enable you to decide how much time you need to spend on each section. Exam topic lists make
referencing easy. Chapter-ending Exam Preparation Tasks help you drill on key concepts you
must know thoroughly. CCNA Security 210-260 Official Cert Guide focuses specifically on the
objectives for the Cisco CCNA Security exam. Networking Security experts Omar Santos and
John Stuppi share preparation hints and test-taking tips, helping you identify areas of weakness



and improve both your conceptual knowledge and hands-on skills. Material is presented in a
concise manner, focusing on increasing your understanding and retention of exam topics. Well
regarded for its level of detail, assessment features, comprehensive design scenarios, and
challenging review questions and exercises, this official study guide helps you master the
concepts and techniques that will enable you to succeed on the exam the first time. The official
study guide helps you master all the topics on the CCNA Security exam, including --Networking
security concepts --Common security threats --Implementing AAA using IOS and ISE --Bring
Your Own Device (BYOD) --Fundamentals of VPN technology and cryptography --
Fundamentals of IP security --Implementing IPsec site-to-site VPNs --Implementing SSL
remote-access VPNs using Cisco ASA --Securing Layer 2 technologies --Network Foundation
Protection (NFP) --Securing the management plane on Cisco IOS devices --Securing the data
plane --Securing routing protocols and the control plane --Understanding firewall fundamentals
--Implementing Cisco IOS zone-based firewalls --Configuring basic firewall policies on Cisco
ASA --Cisco IPS fundamentals --Mitigation technologies for e-mail- and web-based threats --
Mitigation technologies for endpoint threats CCNA Security 210-260 Official Cert Guide is part
of a recommended learning path from Cisco that includes simulation and hands-on training from
authorized Cisco Learning Partners and self-study products from Cisco Press. To find out more
about instructor-led training, e-learning, and hands-on instruction offered by authorized Cisco
Learning Partners worldwide, please visit http://www.cisco.com/web/learning/index.html.
Annotation "CCIE Security Practice Labs provides a series of complete practice labs that mirror
the difficult hands-on lab exam. Written by a CCIE Security engineer and Cisco Systems CCIE



proctor, this book lays out seven end-to-end scenarios that are both complex and realistic,
providing you with the practice needed to prepare for your lab examination and develop critical-
thinking skills that are essential for resolving complex, real-world security problems. While
many engineers are able to configure single technologies in standalone environments, most will
struggle when dealing with integrated technologies in heterogeneous environments." "CCIE
Security Practice Labs consists of seven full-blown labs. The book does not waste time covering
conceptual knowledge found in other security manuals, but focuses exclusively on these complex
scenarios. The structure of each chapter is the same, covering a broad range of security topics.
Each chapter starts with an overview, equipment list, and general guidelines and instructions on
setting up the lab topology, including cabling instructions, and concludes with verification, hints,
and troubleshooting tips, which highlight show and debug commands. The companion CD-ROM
contains solutions for all of the labs, including configurations and common show command
output from all the devices in the topology."--BOOK JACKET. Title Summary field provided by
Blackwell North America, Inc. All Rights Reserved. The Most Comprehensive and Current
CCSP Self-Study Solution on the Market! Here's the comprehensive and economical self-study
solution that will provide you with the knowledge and skills needed to approach the CCSP exams
with confidence. This Study Guide was developed to meet the exacting requirements of today's
certification candidates. In addition to the consistent and accessible instructional approach that
has earned Sybex the reputation as the leading publisher for certification study guides, this book
provides: Clear and concise information on securing Cisco internetworks Practical examples and
insights drawn from real-world experience Leading-edge exam preparation software, including a



testing engine and electronic flashcards And of course, you'll find in-depth coverage of all
official objectives for all five exams required for the CCSP: 642-501: Securing Cisco IOS
Networks 642-511: Cisco Secure VPN 642-521: Cisco Secure PIX Firewall Advanced 642-531:
Cisco Secure Intrusion Detection System 642-541: Cisco SAFE Implementation Note: CD-
ROM/DVD and other supplementary materials are not included as part of eBook file. The
definitive study guide for the new CCNA and CCNP certifications CCNA Certification Practice
Test: Exam 200-301 is the definitive practice guide for professionals preparing for the new
CCNA or CCNP certifications, and for those looking to master the latest technologies in Cisco
networking fundamentals. The practice exams, written by 17-year industry professional Jon
Buhagiar, explore a broad range of exam objectives essential for passing the certification exam.
The CCNA exam provides the certification needed to grow your IT career. Each practice exam in
this book is designed to prepare you to pass the CCNA by imparting the skills, knowledge, and
practical coursework needed to master all exam topics. This book includes access to six practice
tests featuring 1,200 exam questions, as well as two full practice exams. Most importantly, the
six practice tests featured in Certification Practice Tests Exam 200-301 cover a variety of topics,
including: Security fundamentals Automation and programmability IP services IP connectivity
Network success Network fundamentals In addition to a plethora of exam topics and plenty of
sample questions to prepare you for the CCNA exam, readers will also have access to online test
tools featuring additional practice questions and study tools to assist in reinforcing the
knowledge you’ve gained with the book. Learn the foundational knowledge you need to pass the
CCNA or CCNP and take your career to the next level by preparing with CCNA Certification



Practice Tests. The Cisco authorized self-study test preparation guide for CCIE Security 2.0
Written Exam #350-018 The only official, Cisco-endorsed study guide for the CCIE Security 2.0
written exam Includes best-of-breed self-assessment series features: CD-ROM test engine, "Do I
Know This Already?" quizzes, topic lists/foundation summaries, and review questions Learn
from a threaded case study presented throughout the book that builds in complexity as new topics
are introduced The popular Cisco CCIE Security track recently underwent a revision. Updated to
a 2.0 version, the CCIE Security written exam (exam #350-018) includes expanded coverage of
topics related to highly secure enterprise networks. CCIE Security Exam Certification Guide,
Second Edition, reinforces knowledge tested on the CCIE Security 2.0 written exam. The book
follows the 2.0 blueprint, which details eight key areas that candidates must master: security
protocols, operating systems, application protocols, general networking, security technologies,
Cisco security applications, general security topics, and topics related to Cisco IOS software.
Fully updated to cover the eight exam areas in detail, this book contains proven self-assessment
series features: "Do I Know This Already?" quizzes test prior knowledge; topic lists and
Foundation Summary tables make referencing easy; and chapter-ending review questions test
retention. Additionally, each chapter ends with a lab scenario to test readers' application of
concepts. The book concludes with a comprehensive CCIE Security practice lab, helping readers
reinforce concepts and prepare for the hands-on lab exam. Also included is a powerful testing
engine on the companion CD-ROM thatcontains over 500 practice questions. Henry Benjamin,
CCIE No. 4695, is a former customer service engineer for Cisco and a triple CCIE (R/S, ISPD
Dial, and Communication Services). He holds a Bachelor of Engineering degree from Sydney



University and has more than 10 years experience in Cisco networks including planning,
designing and implementation of large IP networks. Currently a senior network consultant for
Alphawest, Henry is the author of CCIE Security Exam Certification Guide, First Edition, and
CCNP Practical Studies: Routing (Cisco Press). CCIE Professional Development Network
Security Technologies and Solutions A comprehensive, all-in-one reference for Cisco network
security Yusuf Bhaiji, CCIE No. 9305 Network Security Technologies and Solutions is a
comprehensive reference to the most cutting-edge security products and methodologies available
to networking professionals today. This book helps you understand and implement current, state-
of-the-art network security technologies to ensure secure communications throughout the
network infrastructure. With an easy-to-follow approach, this book serves as a central repository
of security knowledge to help you implement end-to-end security solutions and provides a single
source of knowledge covering the entire range of the Cisco network security portfolio. The book
is divided into five parts mapping to Cisco security technologies and solutions: perimeter
security, identity security and access management, data privacy, security monitoring, and
security management. Together, all these elements enable dynamic links between customer
security policy, user or host identity, and network infrastructures. With this definitive reference,
you can gain a greater understanding of the solutions available and learn how to build integrated,
secure networks in today’s modern, heterogeneous networking environment. This book is an
excellent resource for those seeking a comprehensive reference on mature and emerging security
tactics and is also a great study guide for the CCIE Security exam. “Yusuf’s extensive experience
as a mentor and advisor in the security technology field has honed his ability to translate highly



technical information into a straight-forward, easy-to-understand format. If you’re looking for a
truly comprehensive guide to network security, this is the one! ” –Steve Gordon, Vice President,
Technical Services, Cisco Yusuf Bhaiji, CCIE No. 9305 (R&S and Security), has been with
Cisco for seven years and is currently the program manager for Cisco CCIE Security
certification. He is also the CCIE Proctor in the Cisco Dubai Lab. Prior to this, he was technical
lead for the Sydney TAC Security and VPN team at Cisco. Filter traffic with access lists and
implement security features on switches Configure Cisco IOS router firewall features and deploy
ASA and PIX Firewall appliances Understand attack vectors and apply Layer 2 and Layer 3
mitigation techniques Secure management access with AAA Secure access control using
multifactor authentication technology Implement identity-based network access control Apply
the latest wireless LAN security solutions Enforce security policy compliance with Cisco NAC
Learn the basics of cryptography and implement IPsec VPNs, DMVPN, GET VPN, SSL VPN,
and MPLS VPN technologies Monitor network activity and security incident response with
network and host intrusion prevention, anomaly detection, and security monitoring and
correlation Deploy security management solutions such as Cisco Security Manager, SDM,
ADSM, PDM, and IDM Learn about regulatory compliance issues such as GLBA, HIPPA, and
SOX This book is part of the Cisco CCIE Professional Development Series from Cisco Press,
which offers expert-level instruction on network design, deployment, and support methodologies
to help networking professionals manage complex networks and prepare for CCIE exams.
Category: Network Security Covers: CCIE Security Exam Expert Security+ SY0-501 exam
preparation, endorsed by CompTIA, Now with 25 Online Lab Modules The seventh edition of



CompTIA Security+ Study Guide offers invaluable preparation for Exam SY0-501. Written by a
team of expert authors, the book covers 100% of the exam objectives with clear and concise
explanations. Discover how to handle threats, attacks, and vulnerabilities using industry-standard
tools and technologies, while gaining and understanding the role of architecture and design.
Spanning topics from everyday tasks like identity and access management to complex subjects
such as risk management and cryptography, this study guide helps you consolidate your
knowledge base in preparation for the Security+ exam. Illustrative examples show how these
processes play out in real-world scenarios, allowing you to immediately translate essential
concepts to on-the-job application. Coverage of 100% of all exam objectives in this Study Guide
means you’ll be ready for: Managing Risk Designing and Diagnosing Networks Understanding
Devices and Infrastructure Identify and Access Management Protecting Wireless Networks
Securing the Cloud Data, Privacy, and Security Practices Cryptography and PKI Wiley has
partnered up with Practice Labs, the IT Competency Hub, to give IT learners discounted access
to their live, virtual Practice Labs. Connect to real devices using actual hardware and software
straight from a web browser. Practice Labs allow you to cement your theoretical studies with
practical, hands-on experience. Master your IT skills and gain virtual work experience to
increase your employability. Each purchase provides 6 months’ unlimited access. Ready to
practice your IT skills? Interactive learning environment Take your exam prep to the next level
with Sybex’s superior interactive online study tools. To access our learning environment, simply
visit www.wiley.com/go/sybextestprep, type in your unique PIN, and instantly gain one year of
FREE access to: Interactive test bank with 2 bonus exams and 12 chapter tests. Practice questions



help you identify areas where further review is needed. 325 questions total! 100 Electronic
Flashcards to reinforce learning and last-minute prep before the exam. Comprehensive glossary
in PDF format gives you instant access to the key terms so you are fully prepared. ABOUT THE
PRACTICE LABS SECURITY+ LABS So you can practice with hands-on learning in a real
environment, Sybex has bundled Practice Labs virtual labs that run from your browser. The
registration code is included with the book and gives you 6 months unlimited access to Practice
Labs CompTIA Security+ Exam SY0-501 Labs with 25 unique lab modules to practice your
skills. CCNA Security Course Booklet Version 1.2 Your Cisco Networking Academy Course
Booklet is designed as a study resource you can easily read, highlight, and review on the go,
wherever the Internet is not available or practical: --The text is extracted directly, word-for-word,
from the online course so you can highlight important points and take notes in the "Your Chapter
Notes" section. --Headings with the exact page correlations provide a quick reference to the
online course for your classroom discussions and exam preparation. --An icon system directs you
to the online curriculum to take full advantage of the images embedded within the Networking
Academy online course interface and reminds you to perform the labs and Packet Tracer
activities. The Course Booklet is a basic, economical paper-based resource to help you succeed
with the Cisco Networking Academy online course. Related Titles: CCNA Security Lab Manual
Version 1.2 ISBN-13: 978-1-58713-347-3 ISBN-10: 1-58713-347-4 CCNA Security (640-554)
Portable Command Guide ISBN-13: 978-1-58720-448-7 ISBN-10: 1-58720-448-7 Implementing
Cisco IOS Network Security (IINS 640-554) Foundation Learning Guide, Second Edition ISBN-
13: 978-1-58714-272-7 ISBN-10: 1-58714-272-4 CCNA Security 640-554 Official Cert Guide



ISBN-13: 978-1-58720-446-3 ISBN-10: 1-58720-446-0 Hands-on preparation for the CCIE
Security lab exam Prepare for the CCIE Security lab exam with comprehensive practice lab
scenarios designed to test your readiness to take the actual exam Enhance your network security
deployment skills by examining the wealth of case studies and lessons in each chapter
Understand the security capabilities of Cisco IOS Software and Catalyst 3550 switches, VLANs,
and IP addressing Configure ATM, Frame Relay, and ISDN connectivity Evaluate the common
security problems associated with IP routing, including coverage of RIP, EIGRP, OSPF, IS-IS,
and BGP routing protocols Examine security practices for Cisco devices that can be utilized to
increase security on the network, including access lists, IP services, and Cisco IOS Software and
CatOS security Learn how to implement AAA, basic and advanced VPNs, and VPDNs Discover
effective deployment techniques for the Cisco PIX and IOS Firewalls Learn the steps necessary
to deploy IDS on the PIX Firewall and Cisco IOS Software CCIE Practical Studies:
Securityleads you through the requirements of the CCIE Security one-day lab exam by providing
practical lab exercises designed to model complex security solutions. These lab scenarios help
you to master the broad scope of technologies needed to succeed on the CCIE Security lab exam
and provide you with a solid foundation of knowledge that you can apply to your everyday job as
a network security expert. Serving the dual role of expert-level network security reference and
CCIE Security lab exam preparation tool,CCIE Practical Studies: Securitybegins with a review
of routing and switching fundamentals and builds upon this foundation with more advanced
requirements of modern network security technology. Each chapter contains technology
overviews coupled with mini-lab scenarios that demonstrate practical application of the



technology. The book concludes with a final chapter containing complete lab scenarios that
integrate the concepts and technologies covered in all the earlier chapters. These comprehensive
labs mimic the types of scenarios candidates face on the actual one-day lab exam. CCIE Practical
Studies: Securityis part of a recommended study program from Cisco Systems that includes
simulation and hands-on training from authorized Cisco Learning Partners and self-study
products from Cisco Press. To find out more about instructor-led, e-learning, and hands-on
instruction offered by authorized Cisco Learning Partners worldwide, please visit
www.cisco.com/go/authorizedtraining. "Working through lab activities and practice with show
commands and debugs will better prepare the exam candidate to implement and troubleshoot
solutions efficiently and successfully." -Kathe Saccenti, co-developer of the CCIE Security
exam, Cisco Systems, Inc. Companion CD-ROM CD-ROM contains the solutions to the 8
complete lab scenarios in the book. This book is part of the Cisco Press Practical Studies Series,
which offers readers a means to apply theoretical knowledge through hands-on lab scenarios.
This unique approach enables readers to practice and hone their internetworking skills while
preparing for Cisco certification exams. CCNP Security SISAS 300-208 Official Cert Guide
from Cisco Press enables you to succeed on the exam the first time and is the only self-study
resource approved by Cisco. Cisco security experts Aaron Woland and Kevin Redmon share
preparation hints and test-taking tips, helping you identify areas of weakness and improve both
your conceptual knowledge and hands-on skills. This complete study package includes A test-
preparation routine proven to help you pass the exam “Do I Know This Already?” quizzes, which
enable you to decide how much time you need to spend on each section The powerful Pearson IT



Certification Practice Testsoftware, complete with hundreds of well-reviewed, exam-realistic
questions, customization options, and detailed performance reports A final preparation chapter,
which guides you through tools and resources to help you craft your review and test-taking
strategies Study plan suggestions and templates to help you organize and optimize your study
time Well regarded for its level of detail, study plans, assessment features, challenging review
questions and exercises, video instruction, and hands-on labs, this official study guide helps you
master the concepts and techniques that ensure your exam success. The official study guide helps
you master topics on the CCNP Security SISAS 300-208 exam, including the following: Identity
management/secure access Threat defense Troubleshooting, monitoring and reporting tools
Threat defense architectures Identity management architectures Enterprise Networking, Security,
and Automation (CCNA v7) Companion Guide is designed as a portable desk reference to use
anytime, anywhere to reinforce the material from the Enterprise Networking, Security, and
Automation course and organize your time. The book's features help you focus on important
concepts to succeed in this course: Chapter Objectives - Review core concepts by answering the
focus questions listed at the beginning of each chapter. Key Terms - Refer to the lists of
networking vocabulary introduced and highlighted in context in each chapter. Glossary - Consult
the comprehensive Glossary with more than 250 terms. Summary of Activities and Labs -
Maximize your study time with this complete list of all associated practice exercises at the end of
each chapter. Check Your Understanding - Evaluate your readiness with the end-of-chapter
questions that match the style of questions you see in the online course quizzes. The answer key
explains each answer. How To - Look for this icon to study the steps you need to learn to



perform certain tasks. Interactive Activities - Reinforce your understanding of topics with dozens
of exercises from the online course identified throughout the book with this icon. Packet Tracer
Activities - Explore and visualize networking concepts using Packet Tracer exercises
interspersed throughout the chapters and provided in the accompanying Labs & Study Guide
book. Videos - Watch the videos embedded within the online course. Hands-on Labs - Work
through all the course labs and additional Class Activities that are included in the course and
published in the separate Labs & Study Guide. Part of the Cisco Networking Academy Series
from Cisco Press, books in this series support and complement the Cisco Networking Academy
curriculum. bull; Maps to the online curriculum. bull; Security is a huge market and the
Networking Academy is meeting the demand with a course and lab companion that is unlike any
of its competitors. bull; Additional lab activities to reinforce the online curriculum and
Companion Guide. The only authorized Lab & Study Guide for the Cisco Networking Academy
Enterprise Networking, Security, and Automation v7.0 (ENSA) course in the CCNA3 Routing
and Switching curriculum. Each chapter of this book is divided into a Study Guide section
followed by a Lab section. The Study Guide sections offer exercises that help you learn the
concepts, configurations, and troubleshooting skills crucial to your success as a CCNA exam
candidate. Each chapter is slightly different and includes some or all of the following types of
exercises: Vocabulary Matching Exercises Concept Questions Exercises Skill-Building Activities
and Scenarios Configuration Scenarios Packet Tracer Exercises Troubleshooting Scenarios The
Labs & Activities sections include all the labs and Packet Tracer activities from the online
curriculum. If applicable, this section begins with a Command Reference, an exercise where the



reader matches commands. A complete study guide for the new CCNA Security certification
exam In keeping with its status as the leading publisher of CCNA study guides, Sybex introduces
the complete guide to the new CCNA security exam. The CCNA Security certification is the first
step towards Cisco's new Cisco Certified Security Professional (CCSP) and Cisco Certified
Internetworking Engineer-Security. CCNA Security Study Guide fully covers every exam
objective. The companion CD includes the Sybex Test Engine, flashcards, and a PDF of the
book. The CCNA Security certification is the first step toward Cisco's new CCSP and Cisco
Certified Internetworking Engineer-Security Describes security threats facing modern network
infrastructures and how to mitigate threats to Cisco routers and networks using ACLs Explores
implementing AAA on Cisco routers and secure network management and reporting Shows how
to implement Cisco IOS firewall and IPS feature sets plus site-to-site VPNs using SDM CD
includes the Sybex Test Engine, flashcards, and the book in PDF format With hands-on labs and
end-of-chapter reviews, CCNA Security Study Guide thoroughly prepares you for certification.
Note: CD-ROM/DVD and other supplementary materials are not included as part of eBook file.
If your job is to design or implement IT security solutions or if you’re studying for any security
certification, this is the how-to guide you’ve been looking for. Here’s how to assess your needs,
gather the tools, and create a controlled environment in which you can experiment, test, and
develop the solutions that work. With liberal examples from real-world scenarios, it tells you
exactly how to implement a strategy to secure your systems now and in the future. Note: CD-
ROM/DVD and other supplementary materials are not included as part of eBook file. The
Laboratory Manual to Accompany Security Strategies in Windows Platforms and Applications is



the lab companion to the Information Systems and Security Series title,Security Strategies in
Windows Platforms and Applications. It provides hands-on exercises using the Jones & Bartlett
Learning Virtual Security Cloud Labs, that provide real-world experience with measurable
learning outcomes.About the Series:Visit www.issaseries.com for a complete look at the
series!The Jones & Bartlett Learning Information System & Assurance Series delivers
fundamental IT security principles packed with real-world applications and examples for IT
Security, Cybersecurity, Information Assurance, and Information Systems Security programs.
Authored by Certified Information Systems Security Professionals (CISSPs), and reviewed by
leading technical experts in the field, these books are current forward-thinking resources that
enable readers to solve the cybersecurity challenges of today and tomorrow. The only authorized
Lab Manual for the Cisco Networking Academy CCNA Security course The Cisco Networking
Academy course on CCNA Security provides a next step for students who want to expand their
CCNA-level skill set to prepare for a career in network security. The CCNA Security course also
prepares students for the Implementing Cisco IOS Network Security (IINS) certification exam
(640-554), which leads to the CCNA Security certification. The CCNA Security Lab Manual
provides you with all 16 labs from the course designed as hands-on practice to master the
knowledge and skills needed to prepare for entry-level security specialist careers. All the hands-
on labs in the course can be completed on actual physical equipment or in conjunction with the
NDG NETLAB+® solution. For current information on labs compatible with NETLAB+ go to
http://www.netdevgroup.com/content/cnap/. Through procedural, skills integration challenges,
troubleshooting, and model building labs, this CCNA Security course aims to develop your in-



depth understanding of network security principles as well as the tools and configurations used.
This is Cisco's official, comprehensive self-study resource for Cisco's SISE 300-715 exam
(Implementing and Configuring Cisco Identity Services Engine), one of the most popular
concentration exams required for the Cisco Certified Network Professional (CCNP) Security
certification. It will thoroughly prepare network professionals to deploy and use Cisco ISE to
simplify delivery of consistent, highly secure access control across wired, wireless, and VPN
connections. Designed for all CCNP Security candidates, CCNP Security Identity Management
SISE 300-715 Official Cert Guide covers every SISE #300-715 objective concisely and logically,
with extensive teaching features designed to promote retention and understanding. You'll find:
Pre-chapter quizzes to assess knowledge upfront and focus your study more efficiently
Foundation topics sections that explain concepts and configurations, and link theory to practice
Key topics sections calling attention to every figure, table, and list you must know Exam
Preparation sections with additional chapter review features Final preparation chapter providing
tools and a complete final study plan A customizable practice test library CCNP Security Identity
Management SISE 300-715 Official Cert Guide offers comprehensive, up-to-date coverage of all
SISE #300-715 Cisco Identity Services Engine topics related to: Architecture and deployment
Policy enforcement Web Auth and guest services Profiler BYOD Endpoint compliance Network
access device administration CCIE Security v3.0 Configuration Practice Labs presents you with
two full lab scenarios in exam style format to echo the actual eight hour CCIE Security lab exam.
This publication gives you the opportunity to put into practice your own extensive theoretical
knowledge of the broad range of topics covered on the CCIE Security lab exam to see how they



interact with each other on a larger, more complex scale. An “Ask the Proctor” section list of
questions for each section helps provide clarity and maintain direction, answering the most
common questions candidates ask proctors in the actual exam. After each lab, this eBook lets you
compare configurations and routing tables with the required answers. You can also run through a
lab de-brief, view configurations, and cut and paste configs into your own lab equipment for
testing and verification. The point scoring for each question lets you know if you passed or failed
each lab. Developed by the CCIE Security program manager, these comprehensive practice labs
that sell for hundreds of dollars elsewhere help make sure you are fully prepared for the grueling
CCIE Security lab exam experience. The CCNP Security Core SCOR 300-701 Official Cert
Guide serves as comprehensive guide for individuals who are pursuing the Cisco CCNP Security
certification. This book helps any network professionals that want to learn the skills required to
develop a security infrastructure, recognize threats and vulnerabilities to networks, and mitigate
security threats. Complete and easy to understand, it explains key concepts and techniques
through real-life examples. This book will be valuable to any individual that wants to learn about
modern cybersecurity concepts and frameworks. The Cisco(R) Networking Academy(R) course
on CCNA(R) Security is a hands-on, career-oriented e-learning solution with an emphasis on
practical experience to help students develop specialized security skills to expand their CCENT-
level skill set and advance their career. The curriculum helps prepare students for entry-level
security career opportunities and the Implementing Cisco IOS(R) Network Security (IINS)
certification exam (210-260) leading to the Cisco CCNA Security certification. The CCNA
Security Lab Manual provides all 15 labs from the course designed as hands-on practice to



develop critical thinking and complex problem-solving skills needed to prepare for entry-level
security specialist careers. Through procedural, skills integration challenges, troubleshooting,
and model building labs, this CCNA Security course aims to develop in-depth understanding of
network security principles as well as the tools and configurations used. The Laboratory Manual
to Accompany Security Strategies in Linux Platforms and Applications is the lab companion to
the Information Systems and Security Series title,Security Strategies in Linux Platforms and
Applications. It provides hands-on exercises using the Jones & Bartlett Learning Virtual Security
Cloud Labs, that provide real-world experience with measurable learning outcomes.About the
Series:Visit www.issaseries.com for a complete look at the series!The Jones & Bartlett Learning
Information System & Assurance Series delivers fundamental IT security principles packed with
real-world applications and examples for IT Security, Cybersecurity, Information Assurance, and
Information Systems Security programs. Authored by Certified Information Systems Security
Professionals (CISSPs), and reviewed by leading technical experts in the field, these books are
current forward-thinking resources that enable readers to solve the cybersecurity challenges of
today and tomorrow. The ultimate hands-on guide to IT security and proactive defense The
Network Security Test Lab is a hands-on, step-by-step guide to ultimate IT security
implementation. Covering the full complement of malware, viruses, and other attack
technologies, this essential guide walks you through the security assessment and penetration
testing process, and provides the set-up guidance you need to build your own security-testing lab.
You'll look inside the actual attacks to decode their methods, and learn how to run attacks in an
isolated sandbox to better understand how attackers target systems, and how to build the defenses



that stop them. You'll be introduced to tools like Wireshark, Networkminer, Nmap, Metasploit,
and more as you discover techniques for defending against network attacks, social networking
bugs, malware, and the most prevalent malicious traffic. You also get access to open source
tools, demo software, and a bootable version of Linux to facilitate hands-on learning and help
you implement your new skills. Security technology continues to evolve, and yet not a week goes
by without news of a new security breach or a new exploit being released. The Network Security
Test Lab is the ultimate guide when you are on the front lines of defense, providing the most up-
to-date methods of thwarting would-be attackers. Get acquainted with your hardware, gear, and
test platform Learn how attackers penetrate existing security systems Detect malicious activity
and build effective defenses Investigate and analyze attacks to inform defense strategy The
Network Security Test Lab is your complete, essential guide. As a network administrator, auditor
or architect, you know the importance of securing your network and finding security solutions
you can implement quickly. This succinct book departs from other security literature by focusing
exclusively on ways to secure Cisco routers, rather than the entire network. The rational is
simple: If the router protecting a network is exposed to hackers, then so is the network behind it.
Hardening Cisco Routers is a reference for protecting the protectors. Included are the following
topics: The importance of router security and where routers fit into an overall security plan
Different router configurations for various versions of Cisco?s IOS Standard ways to access a
Cisco router and the security implications of each Password and privilege levels in Cisco routers
Authentication, Authorization, and Accounting (AAA) control Router warning banner use (as
recommended by the FBI) Unnecessary protocols and services commonly run on Cisco routers



SNMP security Anti-spoofing Protocol security for RIP, OSPF, EIGRP, NTP, and BGP Logging
violations Incident response Physical security Written by Thomas Akin, an experienced Certified
Information Systems Security Professional (CISSP) and Certified Cisco Academic Instructor
(CCAI), the book is well organized, emphasizing practicality and a hands-on approach. At the
end of each chapter, Akin includes a Checklist that summarizes the hardening techniques
discussed in the chapter. The Checklists help you double-check the configurations you have been
instructed to make, and serve as quick references for future security procedures.Concise and to
the point, Hardening Cisco Routers supplies you with all the tools necessary to turn a potential
vulnerability into a strength. In an area that is otherwise poorly documented, this is the one book
that will help you make your Cisco routers rock solid. Here's the book you need to prepare for
Cisco's Secure PIX Firewall (CSPFA) and Secure VPN (CSVPN) exams. This two-in-one Study
Guide provides: In-depth coverage of all exam topics Practical information on implementing
Cisco's Secure PIX and Secure VPN technologies Hundreds of challenging review questions
Leading-edge exam preparation software, including a test engine and electronic flashcards
Authoritative coverage of all exam objectives, including: Secure PIX Firewall: Translations and
Connections Access Control Lists and Content Filtering Object Grouping Advanced Protocol
Handling Attack Guards, Intrusion Detection, and Shunning Authentication, Authorization, and
Accounting Failover Cisco PIX Device Manager Enterprise PIX Firewall Management and
Maintenance Firewall Services Module Secure VPN: VPN and IPSec Technology Overview
VPN 3000 Concentrator Series Hardware Remote Access with Pre-shared Keys and Digital
Certificates IPSec Software Client Firewalls Software Client Auto-Initiation Hardware Client



Configuration Network Client Backup and Load Balancing Software Auto-Update Configuring
for the IPSec Over UDP and IPSec Over TCP\ LAN-to-LAN with Pre-Shared Keys, NAT, and
Digital Certificates Note: CD-ROM/DVD and other supplementary materials are not included as
part of eBook file. Umer Khan's first book, Cisco Security Specialist's Guide to PIX Firewalls,
ISBN: 1931836639, has consistently maintained its spot as the #1 best-selling PIX book on
amazon.com by providing readers with a clear, comprehensive, and independent introduction to
PIX Firewall configuration. With the market for PIX Firewalls maintaining double digit growth
and several major enhancements to both the PIX Firewall and VPN Client product lines, this
book will have enormous appeal with the audience already familiar with his first book. The Cisco
Pix firewall is the #1 market leading firewall, owning 43% market share. Cisco is poised to
release the newest, completely re-designed version 7 of the Pix operating system in the first
quarter of 2004 "Cisco Pix Firewalls: configure | manage | troubleshoot" Covers all objectives on
the new Cisco Pix certification exam, making this book the perfect study guide in addition to
professional reference Umer Khan's first book "Cisco Security Specialist's Guide to PIX
Firewall" has been the #1 market leading Cisco Pix book since it was published in 2002 CCNA
Guide to Cisco Networking Fundamentals, 4e is a comprehensive guide for anyone wishing to
obtain a solid background in basic Cisco networking concepts. Important Notice: Media content
referenced within the product description or the product text may not be available in the ebook
version. CCNA v3 Lab Guide: Routing and Switching 200-125 provides the configuration skills
necessary to pass the CCNA v3 exam. The CCNA 200-125 candidate must answer technical
questions and have the skills required to configure, verify and troubleshoot network connectivity.



There are 44 labs that start from basic global configuration to more complex network
troubleshooting of routers and switches. There is coverage of IPv6 addressing, WAN
connectivity, ACLs and NAT that are all based on CCNA v3 exam guidelines. The
troubleshooting questions are a key aspect of the CCNA exam. You will learn a standard
troubleshooting methodology required for CCNA v3 style questions. The step-by-step format
includes analysis and resolution of errors. In addition there is an extended lab with multiple
routing and switching errors. The lab guide is based on the book CCNA v3 Routing and
Switching 200-125. Official Cisco CCNA v3 Routing and Switching Download Packet Tracer
and 44 Ready Labs Initial Global Configuration, System Management Device Security, VLANs,
Access Ports, Port Security Static Trunking, EtherChannel, Rapid STP, PortFast IPv4
Addressing, Subnetting, Static and Default Routes Multi-Area OSPF, EIGRP for IPv4, RIPv2,
ACLs, NAT Inter-VLAN Routing, Default Gateway, DHCP, eBGP IPv6 Addressing, Link-
Local, SLAAC, Global Unicast Network Troubleshooting, Traceroute, Ping, IOS Tools bull;
Prepare for the grueling one-day CCIE lab exam with 10 comprehensive practice labs bull; Focus
your learning into scenarios that mimic the actual exam setting bull; Written by a CCIE lab exam
proctor, and approved and endorsed by the CCIE Routing and Switching program manager This
book has now been rebranded and is available at - https: //www.amazon.com/dp/1730887228Just
knowing the theory is no longer enough to pass your Cisco CCENT or CCNA exams.During a
grueling 90 minute exam you are now hit with several 'live'; network issues to either configure or
troubleshoot. It is estimated that over 80% of exam failures are due to missing vital marks on the
practical element which counts heavily towards your final score. Don't let that happen to you.101



Labs for the Cisco CCNA Exam will help you quickly and easily gain the hands on skill and
speed to get you through the CCNA and CCENT exams and in fact, well past CCNA level.These
labs have been compiled by two of the most experienced Cisco engineers in the IT industry. Let
them share with you their insider tips and secrets to effective Cisco router and switch
configuration. This best selling guide has been revised and updated to prepare you for the new
Cisco exams: - 200-125 CCNA - Interconnecting Cisco Networking Devices: Accelerated
(CCNAX)- 100-105 ICND - Interconnecting Cisco Networking Devices Part 1 (ICND1)- 200-
105 ICND2 - Interconnecting Cisco Networking Devices Part 2 (ICND2)All syllabus topics are
covered including: - - Configure and troubleshoot VLANs and Trunking- Configure eBGP- RIP,
EIGRP, EIGRP for IPv6, OSPF and OSPFv3- Router and switch security- SNMP- HSRP- GRE-
and many moreYou cover configuration and troubleshooting as well as important 'need to know'
commands for the exam and the real world of working as a Cisco network engineer. We've added
20 challenge labs to test your skills to the limit as well as several bonus labs.All solutions are
provided so you can check your configurations against ours. As your confidence quickly grows
you will find your speed and understanding vastly improves making your more than prepared
come exam day.There is no other book like this on the market. Let Paul and Farai help take your
Cisco configuration and troubleshooting skills to the next lev Here's the book you need to
prepare for Cisco's Secure Intrusion Detection (CSIDS) and SAFE Implementation (CSI) exams.
This Study Guide was developed to meet the exacting requirements of today's certification
candidates. In addition to the focused and accessible instructional approach that has earned
Sybex the "Best Study Guide" designation in the 2003 CertCities Readers Choice Awards, this



two-in-one Study Guide provides: Focused coverage on working with a Cisco Intrustion
Detection System and SAFE Implemtation Practical examples and insights drawn from real-
world experience Leading-edge exam preparation software, including the Sybex testing engine
and electronic flashcards for your Palm Authoritative coverage of all exam objectives, including:
Secure Intrusion Detection: Designing a Cisco IDS protection solution Installing and configuring
a Cisco IDS Sensor Tuning and customizing signatures to work optimally in specific
environments Performing device management of supported blocking devices Performing
maintenance operations Monitoring a protection solution for small and medium networks
Managing a large scale deployment of Cisco IDS Sensors SAFE Implementation Security
Fundamentals Architectural Overview Cisco Security Portfolio SAFE Small Network Design
SAFE Medium Network Design SAFE Remote-User Network Implementation Note: CD-
ROM/DVD and other supplementary materials are not included as part of eBook file. As
technology has developed, computer hackers have become increasingly sophisticated, mastering
the ability to hack into even the most impenetrable systems. The best way to secure a system is to
understand the tools hackers use and know how to circumvent them. Defense against the Black
Arts: How Hackers Do What They Do and How to Protect against It provides hands-on
instruction to a host of techniques used to hack into a variety of systems. Exposing hacker
methodology with concrete examples, this book shows you how to outwit computer predators at
their own game. Among the many things you’ll learn: How to get into a Windows operating
system without having the username or password Vulnerabilities associated with passwords and
how to keep them out of the hands of hackers How hackers use the techniques of computer



forensic examiners to wreak havoc on individuals and companies Hiding one’s IP address to
avoid detection Manipulating data to and from a web page or application for nefarious reasons
How to find virtually anything on the internet How hackers research the targets they plan to
attack How network defenders collect traffic across the wire to indentify intrusions Using
Metasploit to attack weaknesses in systems that are unpatched or have poorly implemented
security measures The book profiles a variety of attack tools and examines how Facebook and
other sites can be used to conduct social networking attacks. It also covers techniques utilized by
hackers to attack modern operating systems, such as Windows 7, Windows Vista, and Mac OS
X. The author explores a number of techniques that hackers can use to exploit physical access,
network access, and wireless vectors. Using screenshots to clarify procedures, this practical
manual uses step-by-step examples and relevant analogies to facilitate understanding, giving you
an insider’s view of the secrets of hackers. Accessing the WAN CCNA Exploration Companion
Guide Bob Vachon Rick Graziani Accessing the WAN, CCNA Exploration Companion Guide is
the official supplemental textbook for the Accessing the WAN course in the Cisco Networking
Academy CCNA Exploration curriculum version 4. This course discusses the WAN technologies
and network services required by converged applications in enterprise networks. The Companion
Guide, written and edited by Networking Academy instructors, is designed as a portable desk
reference to use anytime, anywhere. The book’s features reinforce the material in the course to
help you focus on important concepts and organize your study time for exams. New and
improved features help you study and succeed in this course: Chapter objectives: Review core
concepts by answering the focus questions listed at the beginning of each chapter. Key terms:



Refer to the updated lists of networking vocabulary introduced and turn to the highlighted terms
in context in each chapter. Glossary: Consult the all-new comprehensive glossary with more than
250 terms. Check Your Understanding questions and answer key: Evaluate your readiness with
the updated end-of-chapter questions that match the style of questions you see on the online
course quizzes. The answer key explains each answer. Challenge questions and activities: Strive
to ace more challenging review questions and activities designed to prepare you for the complex
styles of questions you might see on the CCNA exam. The answer key explains each answer.
Bob Vachon is the coordinator of the Computer Systems Technology program and teaches
networking infrastructure courses at Cambrian College in Sudbury, Ontario, Canada. Bob has
worked and taught in the computer networking and information technology field for 25 years and
is a scholar graduate of Cambrian College. Rick Graziani teaches computer science and computer
networking courses at Cabrillo College in Aptos, California. Rick has worked and taught in the
computer networking and information technology field for 30 years. How To: Look for this icon
to study the steps that you need to learn to perform certain tasks. Packet Tracer Activities:
Explore networking concepts in activities interspersed throughout some chapters using Packet
Tracer v4.1 developed by Cisco. The files for these activities are on the accompanying CD-
ROM. Also available for the Accessing the WAN Course Accessing the WAN, CCNA
Exploration Labs and Study Guide ISBN-10: 1-58713-201-X ISBN-13: 978-1-58713-201-8
Companion CD-ROM **See instructions within the ebook on how to get access to the files from
the CD-ROM that accompanies this print book.** The CD-ROM provides many useful tools and
information to support your education: Packet Tracer Activity exercise files A Guide to Using a



Networker’s Journal booklet Taking Notes: A .txt file of the chapter objectives More IT Career
Information Tips on Lifelong Learning in Networking This book is part of the Cisco Networking
Academy Series from Cisco Press. The products in this series support and complement the Cisco
Networking Academy online curriculum. This book is a concise one-stop desk reference and
synopsis of basic knowledge and skills for Cisco certification prep. For beginning and
experienced network engineers tasked with building LAN, WAN, and data center connections,
this book lays out clear directions for installing, configuring, and troubleshooting networks with
Cisco devices. The full range of certification topics is covered, including all aspects of IOS, NX-
OS, and ASA software. The emphasis throughout is on solving the real-world challenges
engineers face in configuring network devices, rather than on exhaustive descriptions of
hardware features. This practical desk companion doubles as a comprehensive overview of the
basic knowledge and skills needed by CCENT, CCNA, and CCNP exam takers. It distills a
comprehensive library of cheat sheets, lab configurations, and advanced commands that the
authors assembled as senior network engineers for the benefit of junior engineers they train,
mentor on the job, and prepare for Cisco certification exams. Prior familiarity with Cisco routing
and switching is desirable but not necessary, as Chris Carthern, Dr. Will Wilson, Noel Rivera,
and Richard Bedwell start their book with a review of the basics of configuring routers and
switches. All the more advanced chapters have labs and exercises to reinforce the concepts
learned. This book differentiates itself from other Cisco books on the market by approaching
network security from a hacker’s perspective. Not only does it provide network security
recommendations but it teaches you how to use black-hat tools such as oclHashcat, Loki, Burp



Suite, Scapy, Metasploit, and Kali to actually test the security concepts learned. Readers of Cisco
Networks will learn How to configure Cisco switches, routers, and data center devices in typical
corporate network architectures The skills and knowledge needed to pass Cisco CCENT, CCNA,
and CCNP certification exams How to set up and configure at-home labs using virtual machines
and lab exercises in the book to practice advanced Cisco commands How to implement networks
of Cisco devices supporting WAN, LAN, and data center configurations How to implement
secure network configurations and configure the Cisco ASA firewall How to use black-hat tools
and network penetration techniques to test the security of your network Here's the book you need
to prepare for Exam 642-501, Securing Cisco IOS Networks (SECUR). This Study Guide
provides: In-depth coverage of every SECUR exam objective Practical information on Cisco
security solutions Hundreds of challenging practice questions, in the book and on the CD
Leading-edge exam preparation software, including a testing engine, and electronic flashcards
Authoritative coverage of all exam objectives, including: Basic Cisco Router Security Advanced
AAA Security for Cisco Router Networks Cisco Router Threat Mitigation Cisco IOS Firewall
CBAC Configuration Cisco IOS Firewall Authentication Proxy Configuration Cisco IOS
Firewall IDS Configuration Building Basic IPSec Using Cisco Routers Building Advanced IPSec
VPNs Using Cisco Routers and Certificate Authorities Configuring Cisco Remote Access IPSec
VPNs Managing Enterprise VPN Routers Note: CD-ROM/DVD and other supplementary
materials are not included as part of eBook file. The only authorized Lab Portfolio for the new
Cisco Networking Academy CCNA Security Course Gives CCNA Security students a
comprehensive, printed and bound lab resource containing all of the course's labs, for use



whenever Internet access isn't available Handy printed format lets students easily highlight and
make notes Page correlations link to the online curriculum Covers the latest CCNA Security
Course, from threats to firewalls, cryptography to VPNs The Cisco CCNA Security curriculum
provides foundational network security knowledge, practical experience, opportunities for career
exploration, and soft-skills development to help students prepare for careers with network
security responsibilities. CCNA Security includes a comprehensive set of hands-on, online
laboratories. To complement these, many students and instructors have requested a printed
resource that can be used to study in places where Internet access may not be available. CCNA
Security Lab Portfolio is that resource. Drawn directly from the online curriculum, it covers
every lab presented in this course, addressing all these areas of network security: " Modern
network security threats " Securing network devices " Authentication, authorization and
accounting " Implementing firewall technologies " Implementing intrusion prevention " Securing
LANs " Cryptography " Implementing VPNs " Putting it all together CCNA Security Lab
Portfolio gives students new flexibility to study these hands-on labs offline, highlight key points,
and take handwritten notes. All topics are correlated directly to online web pages, helping you
easily switch between offline and online content. Additional notes pages will be included
between each lab for use as a notebook in class. A separate Answer Key is available in the Cisco
Academy Connection area of Cisco's web site. CCIE Security v4.0 Practice Labs The material
covered in CCIE Security v4.0 Practice Labs is designed to help candidates prepare for the CCIE
Security exam by providing a complex topology and two practice labs that force problem
solving, troubleshooting, and policy design using topics and equipment that are detailed in the



official exam documents. Each solution is explained in detail to help reinforce a concept and
topic. Tech Notes present other deployment options or enhancements and provide additional
practical implementation tips. Initial and Final configuration files that can be cut and pasted onto
lab devices for further testing and verification are also included. These labs serve as a practice
tool for prospective CCIE Security exam candidates and, through the use of a real-world lab
topology and in-depth solutions and technical notes, are also a useful reference for any security
professional involved with practical customer deployments that use Cisco products and solutions.
This virtual network simulator is ideal for candidates studying for the new CCNA exam (640-
802) who cannot afford thousands of dollars to set up their own Cisco home lab. Offering hands-
on practice with routers and switches is critical for success on the CCNA exam, and this
simulator uses drag-and-drop technology to create a simulated lab using an unlimited number of
routers and switches. Also included are lab exercises and guidance to help students experiment
with hundreds of configuration commands built into the simulator. Plus, 250 hands-on labs zero
in on skills that are critical for exam success and an extensive Help menu is available to guide
you through complex tasks. Cisco Security Specialist's Guide to PIX Firewall immerses the
reader in the highly complicated subject of firewall implementation, deployment, configuration,
and administration. This guide will instruct the reader on the necessary information to pass the
CSPFA exam including protocols, hardware, software, troubleshooting and more. Cisco Security
Specialist's Guide to PIX Firewall introduces the basic concepts of attack, explains the
networking principals necessary to effectively implement and deploy a PIX firewall, covers the
hardware and software components of the device, provides multiple configurations and



administration examples, and fully describes the unique line syntax native to PIX firewall
configuration and administration. Coverage of the Latest Versions of PIX Firewalls. This book
includes coverage of the latest additions to the PIX Firewall family including the CiscoSecure
PIX Firewall (PIX) Software Release 6.0 Must-have desk reference for the serious security
professional. In addition to the foundation information and dedicated text focused on the exam
objectives for the CSPFA, this book offers real-world administration and configuration support.
This book will not only help readers pass the exam; it will continue to assist them with their
duties on a daily basis Firewall administration guides? Syngress wrote the book. Syngress has
demonstrated a proficiency to answer the market need for quality information pertaining to
firewall administration guides. Configuring ISA Server 2000: Building Firewalls for Windows
2000 (ISBN: 1-928994-29-6) and Checkpoint Next Generation Security Administration (ISBN:
1-928994-74-1) are currently best sellers in the security market
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